OCTOBER 2024 REPORT OF EDISCOVERY WORKING GROUP
FROM U.S. DISTRICT COURT FOR DISTRICT OF MASSACHUSETTS

In 2022, at the direction of Chief Judge F. Dennis Saylor IV, the Court formed an informal working
group to: (1) improve detained defendants’ access to electronic discovery (which, at this point, is virtually
all discovery); and (2) improve video communication between detained defendants and their counsel. Led
initially by Judge Leo T. Sorokin, the Working Group includes representatives from the U.S. Attorney’s
Office, the Federal Public Defender Office, the CJA Board, the U.S. Marshal Service and the Circuit’s
budgeting attorney.

To date, the working group has held several meetings and visited the two jails where the vast
majority of the pretrial detainees are held in this district, and continues to meet. The visit to each of the
facilities included tours of the computer rooms, meetings with senior staff, and meetings with the
individuals actually responsible for holding electronic discovery and making it available to defendants.
What follows is a report of the Working Group’s initial work (which was reported to the Court on January
2, 2024 by Judge Sorokin) and the work that continues as the Working Group is now led by Judge Denise
J. Casper.

L Rule 16 Discovery Letter Changes

The USAO has agreed that, from now on, all AUSAs’ Rule 16 discovery letters shall either
state: (a) the discovery produced is all readable using “standard software”; or (b) in addition to
“standard software,” the following readers are required [list required software readers here, e.g.,
Cellebrite Reader] for the following files [filenames or folders listed here].' The letter will
include instructions on how to use “non-standard” software and will typically include such
software in its production. The term “standard software” includes the following: Adobe Acrobat
Reader, Windows Media Player, VLC (a commonly used software to play audio/video files), and
the Microsoft Office Suite applications (Excel, Word, Power Point, and Outlook). The Working
Group confirmed that the jails have the standard software already installed.

11. Local Rule 116.10

In all cases subject to Local Rule 116.10 (i.e., cases in which discovery exceeds 1,000
pages or the ESI equivalent), the USAO will provide indices or other information showing how
the materials are organized. With document productions on Eclipse or Relativity databases, the
USAO will provide an index of the materials. When producing large volumes of files derived
directly from a law enforcement agency database, the USAO will, where feasible, provide
information concerning the file structure utilized by the agency to organize the
materials/documents/media. An example of the digital file structure utilized by the FBI in a case
is provided below for purposes of illustration:

! Although the Working Group adopted a number of policies and best practices that have now been
put in place by the relevant stakeholders, the summary of same here, however, is not intended to
create any substantive rights.



USAQ-022062 through USAQ-023224 - BPD SIU Reports

UsSAC-023225 through USAQ-023248 - Consensual Recordings

USAO-023249 through USAC-0232531 - Examination and Testing Reports

USAO-023252 through USAC-023313 - Photo Arrays and Reports

USAC-023314 through USAD-02482% - T-1ll Pleadings (SUBJECT TO PROTECTIVE QRDER)

III. Key Evidence

The USAO will also encourage its AUSAs to identify evidence the AUSA views as key in
supporting the charges filed against the Defendant as part of 28 day discovery, if not sooner, and
so indicate in the Rule 16 Discovery Letter.

IV.  Production of Electronic Discovery to Detained Defendants

Presently, the production of electronic discovery to detained defendants occurs in several
ways. In some cases, the USAO produces certain recordings to the facility. See L.R. 116.4(a)(3).
In all cases, defense counsel bears responsibility to provide discovery to their clients. Defense
lawyers fulfill that obligation by sharing discovery during visits, mailing their clients thumb drives
containing the discovery, mailing their clients printed copies of portions of the discovery, or
loading the discovery onto tablets or laptops they then provide to the facility for their client to
access there. Laptops sent to a facility, whether by the USAO or defense counsel, are maintained
by a facility staff person. That staff person delivers the laptops to the units each day and collects
them at the end of the day. Detainees may go to a computer room and “check out” their thumb
drive or tablet to review the discovery in the computer room.

The Working Group investigated and considered various possibilities for streamlining this
process, including a cloud-based server, tablets for detainees, and use of a third-party discovery
provider. However, we concluded that the present system, subject to certain practical
improvements, is the best of the available solutions given the many— and, at times, conflicting—
considerations bearing on this issue. The problems that most commonly arise in the present system
are: a failure to send the material to the facility; difficulties in detainees securing and signing for
access; computer literacy challenges for some detainees; incompatibility between the software
required to access some documents and the capability of the facility’s computers; policies
prohibiting access to materials included in some discovery productions (e.g., pornography from
seized devices); and complications arising when all or portions of some productions are subject to
protective orders entered in the case.

Having discussed these common issues, the Working Group proposed the following
practical improvements to the present system:

(1) As appropriate at the arraignment and at status conferences, the Working Group suggests
Magistrate Judges address the status of review of discovery by detained defendants,
including whether any particular issues have arisen that require addressing or court
intervention (e.g., computer literacy or software incompatibility).



(2) District Judges should conduct, if appropriate, the same inquiry, at least at the Initial
Pretrial Conference.

(3) The attorney members of the Working Group, with assistance from the Court as
appropriate, should develop and adopt a training program for AUSAs and defense counsel
specifically focused on sending electronic discovery to the facilities and how detainees at
the various facilities access electronic discovery (noting any differences among the
facilities).

(4) The FDO and the CJA Board should each identify one electronic discovery ombudsperson.

(5) The Working Group should engage in regular communication with facility staff people any
time implementation or access issues arise, so issues can be resolved promptly.

(6) The Working Group should continue to meet, monitor this issue, and suggest further
improvements or changes as warranted.

These proposals were subsequently adopted by the Court at its January 2024 meeting.
V. Defense counsel’s Use of Laptops and Tablets at the Jails

Laptops and tablets, as much as legal pads and pens, have become the tools of the trade of
lawyers. Defense counsel should not have to obtain special permission to meet with their clients
with such devices, nor should the taxpayers have to pay these attorneys to make these
arrangements. Both of the two jails now permit counsel to bring such devices without special
permission.

VI. Adequate Computer Rooms

Each detention facility must have a reasonable set of computers capable of running the
“standard software” identified above. These computers must be updated regularly and cyclically
replaced. At this point, this is as necessary as having phone service or law libraries available to
detained defendants. From our tours, one of the jail’s computer room appeared to satisfy these
requirements. The same is true of the other jail, except that the computers appear fairly old. The
Marshals have confirmed that the computers at both facilities will run both the “standard software”
and the Cellebrite Reader, which is the software needed to review cell phone extractions and
requires more of a computer than the “standard software”.? Finally, the Working Group
recommended that the facilities fit the computers with privacy screens to make it more difficult

for one detainee to read another’s discovery while in the computer room.
VII. Tablets for Detainees

One of the two jails already provides every detainee with small tablets. As of January, the
other was in the process of retaining a vendor to provide its detainees with tablets. These tablets
provide a means for non-secure communication with counsel and may provide the capability to

2 We understand that Cellebrite Reader requires Windows 10 or 8, 16gb of memory, and 120 gb
of free storage space.



share books for classes or PDFs. Presently, however, neither the tablets provided by the jail nor
any other available tablets are a solution for access to electronic discovery. The tablets provided
by the facilities are simple, small, and constrained; they are not able to store and display the volume
and variety of files electronic discovery in many cases includes. Larger, high-end tablets (which
are sometimes provided by the FDO to its clients), even if acquiring and providing them were
feasible, are not a complete solution. Certain kinds of electronic discovery files will not work on
any iPad, and some cases involve discovery that is too cumbersome to store even on larger tablets.

VIII. Jurislink Enhancement

At the beginning of the year, Jurislink has begun beta testing a new feature that permits
electronic signing of documents via the Jurislink kiosk. This feature would not facilitate or impact
access to electronic discovery, though it could enable detained defendants to sign plea agreements
electronically.

IX. Ongoing E Discovery Working Group

In January, the Working Group proposed the continuation of the group, in a slightly
different form, to continue monitoring and fostering resolution of e-discovery issues. At the outset,
the group should meet one month after the Court’s response to this report. Thereafter, it should
continue meeting at such further times as determined by the members; we suggest the group meet
at least two times per year. We propose including in working group meetings facility staff people
who manage electronic discovery at their facility as appropriate.

In January, the Court approved this recommendation and the Working Group continues
under the current District Judge liaison to the Criminal Defense Bar (now Judge Denise J. Casper),
a Magistrate Judge selected by the District Judge liaison (now Judge Katherine A. Robertson) and
representatives of the United States Attorney and/or his designee(s), the Federal Public Defender
and/or her designees, the Chair of the Criminal Justice Act Board and/or his designee(s), the United
States Marshal and/or his designee(s), and the Circuit Budgeting Attorney.

Since January, the continuing Working Group has met several times and hosted a district-
wide eDiscovery training session in May for criminal practitioners and the bench that included
presentations by Sean Broderick, National Litigation Support Administrator from the AO,
Defender Services Office, Training Division and Lisa J. Dunn, Senior Litigation Counsel, Criminal
eLitigation, U.S. Department of Justice and included a discussion of eDiscovery hypos as
constructed and discussed by a panel of Working Group members. This fall, the Working Group
continues to work on refining eDiscovery protocols and issues of access at the detention facilities
and expects to plan future training sessions.



